== Instructions for signing documents with Diia. Signature EU so that they
can be validated and accepted in Latvia. This procedure allows
Ukrainian citizens to create an electronic signature in a format that can
be validated in Latvia.
Important: To ensure that the electronic signature can be successfully
validated in Latvia, the document must be signed in ASIC-E format
using the ECDSA with SHA-2 signature algorithm.

[HCTpyKUis 3 nignnucaHHa OoKYyMeHTIB 3a gonomoroto Diia.Signature EU,
o6 ix MoxxHa Byno nepesipntn Ta NpunHATK B JlaTteil. Lis npouenypa
[03BOSiSe rpoMmagsaHamMm YKpalHM CTBOPUTU ENEeKTPOHHUM nignuc 'y
doopmarti, AKMnU MoXXHa nepesipuTu B J1aTsil.

Baxnueo: LLlo6 enekTpoHHUI nignMc MoXkHa Oyno ycnilwHO nepesipuTu
B JlatBii, 4OKyMeHT HeoOxigHO nignucyeBatn y dopmaTti ASIC-E 3
BUKOpUCTaHHAM anroputmy nignucy ECDSA with SHA-2.

Open the official website of the Central Certification Authority
on your computer: https://czo.gov.ua/en/sign_
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W BigkpuiiTe Ha komm'loTepi odiuiiHuin calT LleHTpanbHoro
3acsig4vyBarnbHoro opraHy: https://czo.gov.ua/en/sign
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Select “Diia.Signature EU”.

NV

Bubepitb “Diia.Signature EU”.

Sign file with

Electronic signature

Diia.Signature - UA

Diia.Signature - EU



https://czo.gov.ua/en/sign
https://czo.gov.ua/en/sign
https://czo.gov.ua/en/sign
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A QR code will appear on your computer screen. Scan it with
the Diia application on your mobile phone. Follow the
instructions in the Diia application.

Ha ekpaHi komn’totepa 3'aButbcsa QR-koa. Bigckanymnte noro
3a OOMNOMOroK 3acTOCYHKY «[ist» Ha MOOifbHOMY TenedoHi.
HoTpMynTECH IHCTPYKLIN Yy 3aCTOCYHKY «[is».

L

Reading private key

The QR code will still be valid 00:36

Tap “Sign” on your phone and enter your signature PIN code.
Confirm the signing request on the website.

HatucHite “llignncatn” Ha TenedoHi Ta BBeditb PIN-kog
ernekTpoHHoro nignucy. MNigTBepabTe 3anuT Ha NignnucaHHAa Ha
BebcanTi.

3anuT Ha nignue b4
OOKYMeHTa Yepes
Ois.Nignwuec

ID.GOV.UA
ni. Kuig, Byn. flinosa, 24
Mignuec y zacTocyHky wepes QianNipnuc

Heo6xigHo ninnucaTw:
* 3YUTYEAHHA OC. KNKOYE

Nignwcartwy

BigXWnuTH 3anKT



e == After successful authentication, click “Next”.

W Nicna ycniwHoi aBTeHTUdIKaLiT HAaTUCHITL “[ani”.

SQIYI LHIT UUCUITTICTIIL

Check data

What is a certificate?

246703742 196T0T18-01484

Certificates

[E Non-repudiation (ECDSA) £
L
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Select “Another format”.
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Bubepitb “IHWKnM doopmat”.

Step 3 from 4

Sign and save

What is ASiC?

We recommend signing documents in ASIC-E format.

This is a unified format of electronic document managment, which guarantees that your d
authorities.

¥es, sign in ASIC-E format (No. choose another format)




e == You will see the following screen.

W By nobaunte HaCTyNHUI ekpaH.

Choose in which format to sign the document

# XAadEs. Data and signature stored in XML file (" xmi)
PAJES, Data and signature stored in POF file (*.pdf)
CAJES. Data and signature are stored in CMS file (*.pTs)
ASIC-E. Data and signature are archived (extended format)
ASIC-5. Data and signature are archived (simple format)

DSTU 4145 with GOST 34.311 v

Signature and data in separate files (detached) ¥

XAdES-B-LT - complete validation data added

Drag file(s) here for signature
or download it frem your media

e == In the signature settings, change the signature algorithm to
‘ECDSA with SHA-2".

W Y HanawTyBaHHSIX nignucy 3MiHITb anropuTMm Miganucy Ha
“‘ECDSA with SHA-2".

Choose in which format to sign the document

# XAdES. Data and signature stored in XML file (*.xml)
PACES. Data and signature stored in PDF file (*.pdf)
CAJES. Data and signature are stored in CMS file (*.pTs)
ASIC-E. Data and signature are archived (extended format)
ASIC-5. Data and signature are archived (simple format)

Signature and data in separate files {detached) *

XAJES-B-LT - complete validation data added .

Drag file(s) here for signature
or download it from your media



Select the format “ASIC-E”. Drag and drop the document you
want to sign.
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Bubepite dopmar “ASIC-E”. TMepeTsarHiTb LOKYMEHT, SKWI
noTpibHO nignucatu.

Choose in which format to sign the document

XAGES. Data and signature stored in XML file (".xmi)
PAJES. Data and signature stored in PDF file (", pdf)

® ASIC-E. Data and signature are archived (extended format)

ECDSA with SHA-2

XAdES

XAJES-B-LT - complete validation data added

Drag file(s) here for signature
or download it from your media

@ == Press “Sign”. You will be redirected to the Diia application on
your phone again. Enter your signature PIN code.

W Hatuchite “lMignucatn”. Bac 3HoBy byne nepeHanpaBneHo A0
3actocyHky «[is» Ha TenedoHi. Beepitb  PIN-koa
€NeKTPOHHOro nignucy.

Choose in which format to sign the document

XAdES. Data and signature stored in XML file (*.xml)
PAdES. Data and signature stored in PDF file (*.pdf)
CAdES. Data and signature are stored in CMS file (*.p7s)

# ASIC-E. Data and signature are archived (extended format)
ASIC-S. Data and signature are archived (simple format)

ECDSA with SHA-2

XAdES

File(s) to be signed:
+ Example.pdf

Change



@ =F= After the signing process is completed, the signed document
will appear on your computer screen. Download the signed
document to your computer and submit this downloaded file.

W Micna 3aBeplUeHHs npouecy MianMcaHHa  nignucaHui
AOKYMEHT 3'siBUTbCA Ha eKpaHi komn'ioTepa. 3aBaHTaxTe
NigNnUcaHNMn OOKYMEHT Ha CBi KOMM'KOTEpP | NoganTe came Leu
3aBaHTaXKeHun goann.

. Document signed

¢ Download everything as an archive

[2 File with signature

[5 File(s) without signature

[ Protocol of creating and verifying a qualified electronic signature from 05.08.2026

Signers
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