Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja
izsniegto sertifikatu
PROFILU APRAKSTS

PIELIKUMA:
1. Atslégu un paplasSinatie atslégu lietojumi
2.-18.Izsniegto sertifikatu profili

SAGATAVOJA: ePakalpojumu dala

NOSUTITS: Publisks

SAISTITIE DOKUMENT!:

1.

[eIDAS regula] 2014.gada 23.julija Eiropas Parlamenta un Padomes (ES) regula Nr.
910/2014 “par elektronisko identifikaciju un uzticamibas pakalpojumiem elektronisko
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[ETSI EN 319 412-3] European Standard EN 319 412-3 “Electronic Signatures and
Infrastructures (ESI); Certificate Profiles; Part 3: Certificate profile for certificates
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Infrastructures (ESI); Certificate Profiles; Part 5: QCStatements”

[ETSI EN 319 422] European Standard EN 319 422 “Electronic Signatures and
Infrastructures (ESI); Time-stamping protocol and time-stamp token profiles”

[RFC 3161] IETF RFC 3161 - Internet X.509 Public Key InfrastructureTime-Stamp
Protocol (TSP)

[RFC 3739] IETF RFC 3739 - Internet X.509 Public Key Infrastructure - Qualified
Certificates Profile.

[RFC 5280] IETF RFC 5280: “Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile”.

10.[ISO 3166] Codes for the representation of names of countries and their subdivisions
11. [ITU-T X.509] Recommendation [TU-T X.509 | ISO/EC 9594-8: "Information

technology - Open Systems Interconnection - The Directory: Public-key and attribute

certificate frameworks"



12.[ITU-T X.520] Recommendation ITU-T X.520 (10/2012): "Information technology -
Open Systems Interconnection - The Directory: Selected attribute types”.

13.[ETSI TS 119 312] Technical specification TS 119 312 V1.1.1 “Electronic Signatures
and Infrastructures (ESI); Cryptographic Suites”

14.Uzticamibas pakalpojumu sniegSanas noteikumi

IZMAINU VESTURE:

Parskatita | Spéka Izmainu kopsavilkums
varianta stasanas
nr. datums
01.0 01.07.2017. Sakotnéja versija
01.1 01.07.2017 Pievienots 2. pielikums
Pievienoti “eParaksts” pakalpojuma saistito sertifikatu un
02.0 01.08.2017 OCSP sertifikata profili.

Pievienots 5.3.2.10. punkts

Dokuments sasaistits ar Fizisko personu elektroniskas
03.0 01.05.2018 identifikacijas likumu. Veiktas izmainas definicijas un
dokumenta nosaukuma.

Aktualizéts CRL profils, Papildinata 1.pielikuma tabula ar
04.0 01.09.2019 jaunu atslégas pielietojumu (Sifredana), papildinats 2. un
3.pielikums ar jauno elD karSu sertifikatu aprakstiem.

Papildinats 1. un 3. pielikums saistiba ar SifréeSanas

05.0 16.09.2019 . i

funkcionalitati.

Papildinats 15. un 16. pielikums saistiba ar kvalificéta
06.0 30.06.2020 paraksta sertifikata izsniegSanu.

Pievienots 17. un 18. pielikums saistba ar kvalificéta paraksta
sertifikata izsniegSanu.
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1. Mérkis un auditorija

1.1

1.2.

1.3.

‘Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja izsniegto
sertifikatu profilu apraksta” mérkis ir iepazstinat Uzticamibas un elektroniskas
identifikacijas pakalpojumu Abonentus un Atkarigds puses ar Uzticamibas un
elektroniskas identifikacijas pakalpojumu sniedzéja izsniegto sertifikatu profiliem, to
lauku noZImém un minimalajam prasibam.

“‘Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja izsniegto
sertifikatu profilu apraksts” ir saistoSs valsts akciju sabiedribas “Latvijas Valsts radio un
televizias centra” sniegto uzticamibas un elektroniskas identifikacijas pakalpojumu
Abonentiem un Atkarigajam pusém.

“‘Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja izsniegto
sertifikatu profilu apraksts” ir sagatavots latvieSu valoda. Uzticamibas un elektroniskas
identifikacijas pakalpojumu sniedz€ja izsniegto sertifikatu profilu apraksts var tikt
tulkots un var bt pieejams arT citas valodas. Tulkojumu nesakritibu gadijuma versija

latvieSu valoda vienmér ir vadosSa.

2. Terminiun saisinajumi

Saisinajums, termins Skaidrojums

Fiziska vai juridiska persona, kas ir noslégusi [ligumu ar
Pakalpojuma sniedzéju par vienu vai vairakiem uzticamibas un
elektroniskas identifikacijas vai citu Pakalpojuma sniedzéja sniegto
pakalpojumu sanemSanu vai kurai tiek sniegti Pakalpojuma
sniedzéja  pakalpojumi  pamatojoties uz normativo aktu,
nenoslédzot figumu ar Abonentu. leklauj sevi sertifikatu turétajus

(subjektus) - Paraksfitaju, Zimoga raditaju, Laika Zimogu
Abonents pieprasitaju un Autentifikacijas sertifikatu lietotaju.
Fiziska vai juridiska persona, kas palaujas uz elektronisku
Atkarigas puses identifikaciju vai uzticamibas pakalpojumu
CA Sertifikatu izsniegSanas institiicija
CRL Atsaukto sertifikatu saraksts
Eiropas Parlamenta un Padomes 2014. gada 23. jllija Regula (ES)
Nr. 910/2014 "Par elektronisko identifikaciju un uzticamibas
elDAS o . . e
pakalpojumiem elektronisko darjumu veikSanai iekS€ja tirgh un ar
ko atcel Direktivu 1999/93/EK"
ETSI Eiropas Telekomunikaciju standartu institats
LVRTC Valsts akciju sabiedriba “Latvijas Valsts radio un televizijas centrs”,
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Saisinajums, termins Skaidrojums

vienotais registracijas Nr. 40003011203, Erglu iela 14, Riga,
Latvija, LV-1012

OCSP TieSsaistes sertifikatu statusa parbaudes serviss

Pakalpojumu sniedzéjs

LVRTC, kas darbojas ka Uzticamibas un elektroniskas
identifikacijas pakalpojumu sniedzéjs

PDS Publiskas atslégas infrastruktiras atklaSanas noteikumi

SSL Protokols droSas un privatas sazinas nodroSinaSanai interneta

3. Visparigi
3.1. LVRTC darbojas ka Uzticamibas un elektroniskas identifikacijas pakalpojumu

3.2.

sniedzéjs. LVRTC sniegtie uzticamibas un elektroniskas identifikacijas pakalpojumi ir
saistiti ar dazada veida sertifikatiem.
Pakalpojuma sniedz€ju sniegto pakalpojumu sertifikatu profili ir definéti no 2.hdz

16.pielikumam.

4. Ar 8o aprakstu saistitie sertifikatu tipi

4.1.

4.2.

4.3.

Ar fizisku personu saisttti sertifikati:

4.1.1. autentifikacijas,

4.1.2. parakstiSsanas.

Arjuridisku personu saisttti sertifikati:

4.2.1. elektroniska Zimoga,

4.2.2. autentifikacijas,

4.2.3. Pakalpojumu sniedz€ja laika Zimogosanas,
4.2.4. Pakalpojumu sniedz&ja OCSP.

Pakalpojumu sniedzéja atsaukto sertifikatu saraksta profils.
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5. Sertifikatu dati

5.1. Dati par sertifikatu izsniedzéju

Lauks — “Issuer”

Vertbas Saisinajums | Skaidrojums/saturs CA veids
nosaukums
Common Name | CN eParaksts Root CA Saknes CA
LV elD ICA 2017 IzsniegSanas CA
eParaksts ICA 2017 lzsniegSanas CA
Organization @) VAS “Latvijas Valsts radio un Visam CA
televizijas centrs”
Country C LV Visam CA
Organization 2.5.4.97 NTRLV-40003011203 Visam CA
Identifier
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5.2. Dati par sertifikatu turetaju

5.2.1. Fiziskai personai

Lauks — “Subject’
Veértibas Saisinajums | OID Skaidrojums Nosacijums
nosaukums
Common CN 25.4.3 Varda un Uzvarda Obligats
Name salikums
Given Name G 2.5.4.42 Fiziskas personas vards Obligats
surName SN 2544 Fiziskas personas uzvards | Obligats
Organizational | OU 25411 Struktdrvienba lzvéles
Unit
Organization O 2.5.4.10 Organizacija lzveles
Country C 2.5.4.6 Valsts kods atbilstoSi [ISO | Obligats
3166]
e-mail E 1.2.840.11354 | e-pasta adrese lzveéles
9.19.1
Serial Number | SERIALNU | 2545 Sk. 5.2.1.1. punktu Obligats
MBER
Locality L 254.7 Pilséta lzvéles
State S 254.8 Redions lzvéles

5.2.1.1. Fiziskas personas sertifikatd Identifikacijas numuram ir jaizmanto id-
etsi-qcs-Semanticsld-Natural semantika atbilstosi [ETSI EN 319 412-1]

standarta 5.1.3.punkta definétajam prasibam.
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5.2.2. Juridiskai personai

Lauks — “Subject”

Veértbas Saisinajums | OID Skaidrojums Nosacijums
nosaukums
Common CN 25.4.3 Sk. 5.2.2.1. punktu Obligats
Name
Organizational | OU 25411 Struktdrvienba lzvéles
Unit
Organization @) 25.4.10 Organizacijas nosaukums Obligats
Country C 2.5.4.6 Organizacijas valsts kods | Obligats
atbilstoSi [ISO 3166]
e-mail E 1.2.840.11354 | e-pasta adrese lzveéles
9.1.9.1
Organization 2.5.4.97 Sk. 5.2.2.2. punktu Obligats
Identifier
Locality L 2547 Pilséta lzveéles
State S 2.5.4.8 Regions Izvéles
5.2.2.1. Sertifikata nosaukuma lauka saturs ir atkarigs no sertifikatu veida:
5.2.2.1.1. elektroniskd Zimoga sertifikati — laukam ir jasatur vertba, ko
sertifikata Abonents izmanto lai reprezentétu sevi. Vértba var
nesakrist ar lauka “Organizacija” vertibu,
5.2.2.1.2. OCSP sertifikatam — OCSP servisa identifikators, péc kura var
viennozZimigi  identificét  IzsniegSanas  institGciju  par  kuras
izsniegtajiem sertifikatiem atbild minétais OCSP serviss,
5.2.2.1.3. laika ZmogoS$anas sertifikdtam — Ilaika ZimogoSanas servisa
identifikators, péc kura var viennoZimigi identificét laika Zimogu
izsnieguSo laika Zimogosanas instituciju,
5.2.2.2. juridiskas personas sertifikata organizacijas identifikatoram
jaizmanto id-etsi-qcs-Semanticsld-Legal semantika atbilstoSi [ETSI
EN 319 412-1] standarta 5.1.4.punkta definétajam prasibam.
5.3. Citi sertifikatos ieklautie dati

5.3.1. Pakalpojuma sniedzéja sertifikatu profili satur sekojoSus X.509 versijas 1 laukus

5.3.1.1. Versija
X.509 V1 lauks | Obligats | Saturs
Version Ja V3
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5.3.1.2. Sérijas numurs

X.509 V1 lauks | Obligats

Saturs

Serial Number Ja

Unikals sertifikata numurs, ko automatiski pieskir sertifikatu
izsniedzo$a institlcija (CA)

5.3.1.3. Paraksta un kontrolsummas algoritms

X.509 V1 lauki Obligats | Saturs
Signature Algorithm Ja SHA256RSA, SHA384RSA vai SHAS512RSA
Signature Hash Algoritm | Ja SHA256, SHA384 vai SHA512

5.3.14. Sertifikata deriguma termins

X.500 V1 lauki | Obligats

Saturs

Valid from Ja

Sertifikata izsniegSanas datums un laiks

Valid to Ja

Sertifikata deriguma termina datums un laiks

5.3.1.5. Publiska atslega

X.509 V1 lauks | Obligats | Saturs
Public Key Ja RSA (2048) vai RSA (4096), Papildus lauks satur publisko
atslegu.

5.3.2. Pakalpojuma sniedz€ja izsniegto sertifikatu profili var saturét sekojosus
paplasinajumus:

5.3.2.1. Sertifikata turétaja un sertifikata izsniedzeja (CA) atslegu identifikatori

X.509 V3 paplasinajumi | Kritisks | Saturs
Subject Key Identifier Nav Sertifikata turétaja atslégas identifikators
Authority Key Identifier Nav Sertifikata izsniedzéja (CA) atslégas identifikators

5.3.2.2. Sertifikatu politikas

X.509 V3 paplasinajums

Kritisks

Saturs

Certificate Policies

Nav

Laukam jasatur konkréta produkta politikas OID
vértiba

Var saturét “Notice Text”

Satur URI http:/mww.eparaksts.lv/repository
kur izvietota konkréta produkta politika un noteikumi
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http://www.eparaksts.lv/repository

5.3.2.3. Atsaukto sertifikatu saraksta publicéSanas vietnes

X.509 V3 paplasinajums

Kritisks

Saturs

CRL Distribution Points

nav

Satur vietni, kur pieejams atsaukto sertifikatu saraksts

5.3.2.4. TieSsaistes sertifikatu parbaudes servisa vietne

X.509 V3 paplasinajums

Kritisks

Saturs

Authority Info Access

nav

Satur:
1. Vietnes adresi kura publicéts CA sertifikats;
2. Vietni kur pieejams OCSP serviss;
3. Citas (ja izmantotas) ar sertifikatu publicESanu
saistitas vietnes

5.3.2.5. PaplasSinata atslégu lietoSana

X.509 V3 paplasinajumi

Kritisks

Saturs

Enhanced Key Usage

nav

Satur sertifikata pielietojumam atbilstoSus atslegu
lietoSanas paplasSinajumus (sk. 1.pielikumu)

5.3.2.6. Kuvalificeta sertifikata pazinojums

X.509 V3 paplasinajumi

Kritisks

Saturs

Qualified Certificate
Statement

né

Abonentu sertifikatiem lauka saturs tiek veidots
atbilstosi [ETSI EN 319 412-5] standarta definétajam
prasibam

Laika zimogoS$anas sertifikatam lauka saturs tiek
veidots atbilstoSi [ETSI EN 319 422] standarta
definétajam prasibam

5.3.2.7. Atslégu lietoSanas mérkis

X.509 V3 paplasinajumi

Saturs

Key Usage

Kritisks
ja

Satur sertifikata pielietojumam atbilstoSus atslegu
lietojumus (sk. 1.pielikumu)

5.3.2.8. Sertifikatu turétaja alternativie vardi

X.509 V3 paplasinajumi

Kritisks

Saturs

Subject Alternative Name

ne

Autentifikacijas sertifikatos var saturét turétaja e-
pasta adresi.
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5.3.2.9. Pamata ierobezojumi Abonentu sertifikatiem

Ja sertifikata profila nav noradits savadak.

X.509 V3 paplasinajumi

Basic Constraints

Kritisks | Saturs

ja Subject Type=End Entity
Path Length Constraint=None

5.3.2.10. OCSP sertifikata papildus paplasinajums

X.509 V3 paplasinajumi

Kritisks | Saturs

OCSP No Revocation
Checking

Né 05 00 (Windows OS)

5.3.3. Pakalpojumu sniedz€ja izsniegto sertifikatu profili satur sekojoSus rekvizitus:

Ipasibas

Saturs

Thumbprint Algorithm

Sertifikata issavilkuma algoritms

Thumbprint Sertifikata issavilkkuma vértiba
6. CRL profils
6.1. Pakalpojuma sniedzéja izsniegto atsaukto sertifikatu saraksta profili satur Sadus datus:
CRL standarts Saturs
Version V2
Issuer Atsaukto sertifikatu saraksta izsniedzéjs (sk.5.1.punktu)
Effective Date Spéka stasanas datums un laiks
Next Update Nakama papildinajuma datums un laiks

Signature Algorithm

SHA256RSA, SHA384RSA vai SHA512RSA

Signature Hash
Algorithm

SHA256, SHA384 vai SHA512

CRL
paplasinajumi

Authority Key
Identifier

Sertifikata izsniedzéja (CA) atslégas identifikators

CRL Number

Unikals CRL numurs, ko pieskir sertifikatu izsniedzo$a institdcija
(CA)

Issuing Distribution
Point

CRL publikacijas vietne
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7. Nosleguma noteikumi

7.1.

7.2.

7.3.

“‘Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedz€ja izsniegto
sertifikatu profilu apraksta” tiek veikti grozijumi, mainoties saistoSajiem normativajiem
aktiem, ka ar1 pilnveidojot LVRTC biznesa procesus.

‘Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja izsniegto
sertifikatu profilu apraksta” izmainu vadibu nodroSina eParaksta dala.

Sis “Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedz&ja izsniegto
sertifikatu profilu apraksts” stajas spéka ar ta apstiprindsanu LVRTC Valdes sedé
Valdes lemuma noteiktaja kartiba.
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1.pielikums

Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedz€ja
izsniegto sertifikatu profilu aprakstam

Atslégu un paplasinatie atsléegu lietojumi

Sertifikata veids

Atslegu lietojuma

veids se rt(i:fﬁéts sgt(iiiigts szcIJ_;g;znas eZimoga | Paraksti$anas | Autentifikacijas
Key Usage
CRL Signing X
Off-line CRL Signing X
Certificate Signing X
Digital Signature X X X
Non-Repudiation X X X X

Key Encipherment
(a0) priek§ RSA
Key Agreement (88)
priek§ ECC

Enhanced Key Usage

Secure Email X X X

Document Signing X X

Client Authentication X

OCSP Signing X

Time Stamping X

Smart Card Logon X
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2.pielikums
Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

“elD karte” elektroniska paraksta sertifikata profils 2019 RSA atslegam

Attiecas uz sertifikatiem, kas izsniegti péc 2019.gada rudens (jauna parauga elD karSu

razoSanas uzsaksana)
X.509 V1 lauks Saturs

Version | V3
Serial number | Unikals sertifikdta numurs, ko automatiski pieskir sertifikdtu izsniedzosa
institGcija (CA)
Signature | SHA256RSA
Algorithm
Issuer | CN=LV elD ICA 2017
O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203
C=LVv
Valid From | Sertifikata izsniegSanas datums un laiks
Valid To | 5 gadi no sertifikata izsniegSanas datuma un laika
Subject | CN = Vards + Uzvards
G = Vards
SN = Uzvards
SERIALNUMBER = PNOLV-123456-12345
C=LVv
Public Key | RSA (2048 biti)
Papildus lauks satur publisko atslégu
X.509 V3 | Kritisks | Saturs

Paplasinajums
Subject Key | Né Sertifikata turétaja atslégas identifikators
Identifier
Authority Key | Né Sertifikata izsniedzé&ja (CA) atslégas identifikators
Identifier
Certificate | Ne [1]Certificate Policy:
Policies Policy Identifier=0.4.0.194112.1.2

[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quiallifier:
https://www.eparaksts.lv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.2.2
[2,1]Policy Qualifier Info:
Policy Qualifier Id=User Notice
Quialifier:
Notice Text=Sis sertifikats ir ieklauts Latvias Republikas
izsniegta personu apliecinosa dokumenta. Sertifikatu izdevis
VAS Latvijas Valsts radio un televizijas centrs (reg.Nr.
40003011203), nodrosinot atbilstibu Elektronisko dokumentu
15.(no 44)




Authority
Information
Access

CRL
Distribution
Points

Extended Key
Usage
Quialified
Certificate
Statement

Basic
Constraints
Key Usage

Thumbprint
Algorithm
Thumbprint

Ja

Ja

likumam un Eiropas Parlamenta un Padomes regulai Nr.
910/2014
[2,2]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http:/mvw.eparaksts.lv/cert/LV_elD_ICA 2017.crt
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
[1]CRL Distribution Point
Distribution Point Name:

Full Name:
URL=http:/mmw.eparaksts.lv/crl/LV_elD_ICA 2017 N.crl
Document Signing (1.3.6.1.4.1.311.10.3.12)

Secure Email (1.3.6.1.5.5.7.3.4)
id-etsi-qcs-QcCompliance
id-etsi-qcs-QcSSCD
id-etsi-qcs-QcType - id-etsi-gct-esign
id-gcs-pkixQCSyntax-v2 - id-etsi-gcs-Semanticsld-Natural
id-etsi-qcs-QcPDS
en: https://mww. eparaksts.lv/en/pds
Iv: https://mvww.eparaksts.Iv/lv/pds
Signatory Type=End Entity
Path Length Constraint=None
nonRepudiation

Ipasibas

Sertifikata issavilkkuma algoritms

Sertifikata 1ssavilkuma vértiba
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3.pielikums
Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

“elD karte” autentifikacijas sertifikata profils 2019 RSA atslegam

Attiecas uz sertifikatiem, kas izsniegti péc 2019.gada rudens (jauna parauga elD karSu

razoSanas uzsaksana)
X.509 V1 lauks Saturs

Version | V3
Serial number | Unikals sertifikata numurs, ko automatiski pieSkir sertifikatu izsniedzosa
institdcija (CA)
Signature | SHA256RSA
Algorithm
Issuer | CN =LV elD ICA 2017
O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203
Cc=LVv
Valid From | Sertifikata izsnieg§anas datums un laiks
Valid To | 5 gadi no sertifikata izsnieg§anas datuma un laika
Subject | CN = Vards + Uzvards
G = Vards
SN = Uzvards
SERIALNUMBER = PNOLV-123456-12345
C=LVv
Public Key | RSA (2048 biti)
Papildus lauks satur publisko atslégu
X.509 V3 | Kritisks Saturs
paplasinajums
Subject Key | Né Sertifikata turétaja atslégas identifikators
Identifier
Authority Key | Né Sertifikata izsniedz€ja (CA) atslégas identifikators
Identifier
Certificate Policies | Né [1]Certificate Policy:
Policy Identifier=0.4.0.2042.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.2.2
[2,1]Policy Qualifier Info:
Policy Qualifier Id=User Notice
Quialifier:
Notice Text=Sis sertifikats ir ieklauts Latvijas Republikas izsniegta
personu apliecino$a dokumenta
[2,2]Policy Qualifier Info:
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Policy Qualifier 1d=CPS

Qualifier:
https://www.eparaksts.Iv/repository
Authority | Né [1] Authority Info Access
Information Access Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Alternative Name:
URL=http://www.eparaksts.lv/cert/LV_elD_ICA 2017.crt
[2]Authority Info Access

Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)

Alternative Name: URL=http://ocsp.eparaksts.lv

CRL Distribution | Né [1]CRL Distribution Point
Points Distribution Point Name:
Full Name:
URL=http://www.eparaksts.lv/crl/LV_elD_ICA 2017 N.crl
Extended Key | Né Client Authentication (1.3.6.1.5.5.7.3.2)
Usage Secure Email (1.3.6.1.5.5.7.3.4)
Basic Constraints | Ja Signatory Type=End Entity
Path Length Constraint=None
Key Usage | Ja Digital Signature
Key Encipherment (a0)
Ipasibas
Thumbprint | Sertifikata issavilkuma algoritms
Algorithm

Thumbprint | Sertifikata ssavilkuma vértiba
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4.pielikums
Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedz€ja

izsniegto sertifikatu profilu aprakstam

“elD karte” elektroniska paraksta sertifikata profils

Attiecas uz sertifikatiem, kas izsniegti ldz 2019.gada rudenim (jauna parauga elD karSu

razoSanas uzsaksana)

X.509 V1 lauks

Saturs

Version
Serial number

Signature
Algorithm
Issuer

Valid From
Valid To
Subject

Public Key

X.509 V3
Paplasinajums
Subject Key
Identifier
Authority Key
Identifier
Certificate
Policies

V3

Unikals sertifikata numurs, ko automatiski pieskir sertifikatu izsniedzosa
institGcija (CA)

SHA256RSA

CN=LVelD ICA 2017

O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203

C=LVv

Sertifikata izsniegSanas datums un laiks

5 gadi no sertifikata izsniegSanas datuma un laika
CN = Vards + Uzvards

G = Vards

SN = Uzvards

SERIALNUMBER = PNOLV-123456-12345
C=LVv

RSA (2048 biti)

Papildus lauks satur publisko atslégu

Kritisks | Saturs

Sertifikata turétaja atslégas identifikators

Sertifikata izsniedzé&ja (CA) atslégas identifikators

[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quiallifier:
https://www.eparaksts.lv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.2.1
[2,1]Policy Qualifier Info:
Policy Qualifier Id=User Notice
Quialifier:
Notice Text=Sis sertifikats ir ieklauts Latvias Republikas
izsniegta personu apliecinosa dokumenta. Sertifikatu izdevis
VAS Latvijas Valsts radio un televizijas centrs (reg.Nr.
40003011203), nodrosinot atbilstibu Elektronisko dokumentu
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Authority
Information
Access

CRL
Distribution
Points

Extended Key
Usage
Quialified
Certificate
Statement

Basic
Constraints
Key Usage

Thumbprint
Algorithm
Thumbprint

Ne

Ja

likumam un Eiropas Parlamenta un Padomes regulai Nr.
910/2014
[2,2]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http:/mvw.eparaksts.lv/cert/LV_elD_ICA 2017.crt
[2]Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
[1]CRL Distribution Point
Distribution Point Name:

Full Name:
URL=http:/mmw.eparaksts.lv/crl/LV_elD _ICA 2017 N.crl
id-kp-emailProtection(1.3.6.1.5.5.7.3.4)
szOID_KP_DOCUMENT_SIGNING (1.3.6.1.4.1.311.10.3.12)
id-etsi-qcs-QcCompliance
id-etsi-qcs-QcSSCD
id-etsi-qcs-QcType - id-etsi-gct-esign
id-gcs-pkixQCSyntax-v2 - id-etsi-gcs-Semanticsld-Natural
id-etsi-qcs-QcPDS
en: https://www. eparaksts.lv/en/pds
Iv: https://mvww.eparaksts.Iv/lv/pds
Signatory Type=End Entity
Path Length Constraint=None
nonRepudiation

Ipasibas

Sertifikata issavilkkuma algoritms

Sertifikata 1ssavilkuma vértiba
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5.pielikums
Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

“elD karte” autentifikacijas sertifikata profils

Attiecas uz sertifikatiem, kas izsniegti ldz 2019.gada rudenim (jauna parauga elD karSu

razoSanas uzsaksana)
X.509 V1 lauks Saturs

Version | V3
Serial number | Unikals sertifikata numurs, ko automatiski pieSkir sertifikatu izsniedzosa
institdcija (CA)
Signature | SHA256RSA
Algorithm
Issuer | CN =LV elD ICA 2017
O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203
Cc=LVv
Valid From | Sertifikata izsnieg§anas datums un laiks
Valid To | 5 gadi no sertifikata izsniegSanas datuma un laika
Subject | CN = Vards + Uzvards
G = Vards
SN = Uzvards
SERIALNUMBER = PNOLV-123456-12345
C=LVv
Public Key | RSA (2048 biti)
Papildus lauks satur publisko atslégu
X.509 V3 | Kritisks Saturs
paplasinajums
Subject Key | Né Sertifikata turétaja atslégas identifikators
Identifier
Authority Key | Né Sertifikata izsniedz€ja (CA) atslégas identifikators
Identifier
Certificate Policies | Né [1]Certificate Policy:
Policy Identifier=0.4.0.2042.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.2.1
[2,1]Policy Qualifier Info:
Policy Qualifier Id=User Notice
Quialifier:
Notice Text=Sis sertifikats ir ieklauts Latvijas Republikas izsniegta
personu apliecinosa dokumenta
[2,2]Policy Qualifier Info:
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Policy Qualifier 1d=CPS

Qualifier:
https://www.eparaksts.Iv/repository
Authority | Né [1] Authority Info Access
Information Access Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)

Alternative Name:
URL=http://www.eparaksts.lv/cert/LV_elD_ICA 2017.crt
[2]Authority Info Access

Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)

Alternative Name: URL=http://ocsp.eparaksts.lv

CRL Distribution | Né [1]CRL Distribution Point
Points Distribution Point Name:
Full Name:
URL=http://www.eparaksts.lv/crl/LV_elD_ICA 2017 N.crl
Extended Key | Né id-kp-clientAuth
Usage
Basic Constraints | Ja Signatory Type=End Entity
Path Length Constraint=None
Key Usage | Ja digitalSignature
Ipasibas
Thumbprint | Sertifikdta issavilkuma algoritms
Algorithm

Thumbprint | Sertifikata issavilkuma vértiba
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6.pielikums
Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

"eParaksts karte" autentifikacijas sertifikata profils

X.509 V1 lauks

Saturs

Version
Serial number

Signature Algorithm
Issuer

Valid From
Valid To
Subject

Public Key

X.509 V3
paplasinajums
Subject Key Identifier
Authority Key
Identifier

Certificate Policies

Authority Information
Access

V3
Unikals sertifikata numurs, ko automatiski pieSkir sertifikatu izsniedzosa
institdcija (CA)

SHA256RSA

CN = eParaksts ICA 2017

O = VAS Latvijas Valsts radio un televizijas centrs

2.5.4.97 = NTRLV-40003011203

C=LVvV

Sertifikata izsniegSanas datums un laiks

5 gadi no sertifikata izsniegSanas datuma un laika

CN = Vards + Uzvards

G = Vards

SN = Uzvards

SERIALNUMBER = PNOLV-123456-12345

C=LVvV

RSA (2048 biti)

Papildus lauks satur publisko atslégu

Kritisks Saturs
Née
Née

Sertifikata turétaja atslégas identifikators
Sertifikata izsniedzéja (CA) atslégas identifikators
Ne [1]Certificate Policy:
Policy Identifier=0.4.0.2042.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.4.1
[2,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.lv/repository
[1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.eparaksts.lv/cert/eParaksts _ICA 2017.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
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CRL Distribution | Ne [1]CRL Distribution Point
Points Distribution Point Name:
Full Name:
URL=http://www.eparaksts.lv/crl/eParaksts ICA 2017 N.crl
Extended Key Usage | Né id-kp-clientAuth
Basic Constraints | Ja Signatory Type=End Entity
Path Length Constraint=None
Key Usage | Ja digitalSignature
Ipasibas
Thumbprint Algorithm | Sertifikata 1ssavilkuma algoritms
Thumbprint | Sertifikata Tssavilkuma vértiba
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7.pielikums
Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzé€ja

izsniegto sertifikatu profilu aprakstam

"eParaksts karte" elektroniska paraksta sertifikata profils

X.509 V1 lauks Saturs
Version | V3
Serial number | Unikals sertifikata numurs, ko automatiski pieSkir sertifikatu izsniedzosa
institdcija (CA)
Signature Algorithm | SHA256RSA

Issuer

Valid From
Valid To
Subject

Public Key

X.509 V3
paplasinajums
Subject Key Identifier
Authority Key
Identifier

Certificate Policies

Authority Information
Access

CN = eParaksts ICA 2017

O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203

C=LVv

Sertifikata izsniegSanas datums un laiks

5 gadi no sertifikata izsniegSanas datuma un laika
CN = Vards + Uzvards

G = Vards

SN = Uzvards

SERIALNUMBER = PNOLV-123456-12345
C=LVv

RSA (2048 biti)

Papildus lauks satur publisko atslégu

Kritisks Saturs
Né
Ne

Sertifikata turétaja atslégas identifikators
Sertifikata izsniedzéja (CA) atslégas identifikators
Ne [1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.4.1
[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.eparaksts.lv/cert/eParaksts_ICA 2017.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
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CRL Distribution
Points
Extended Key Usage

Qualified Certificate
Statement

Basic Constraints
Key Usage

Thumbprint Algorithm
Thumbprint

Ja

Ja

[1]CRL Distribution Point
Distribution Point Name:

Full Name:
URL=http://www.eparaksts.lv/crl/eParaksts ICA 2017 N.crl
id-kp-emailProtection(1.3.6.1.5.5.7.3.4)
szOID_KP_DOCUMENT_SIGNING (1.3.6.1.4.1.311.10.3.12)
id-etsi-qcs-QcCompliance
id-etsi-qcs-QcSSCD
id-etsi-qcs-QcType - id-etsi-qct-esign
id-qcs-pkixQCSyntax-v2 - id-etsi-qcs-Semanticsid-Natural
id-etsi-qcs-QcPDS
en: https://www.eparaksts.lv/en/pds
Iv: https://www.eparaksts.Iv/Iv/pds
Signatory Type=End Entity
Path Length Constraint=None
nonRepudiation

Ipasibas

Sertifikata issavilkkuma algoritms

Sertifikata 1ssavilkuma vértiba
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"eParaksts karte+"

X.509 V1 lauks

8.pielikums
Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

autentifikacijas sertifikata profils

Saturs

Version
Serial number

Signature Algorithm
Issuer

Valid From
Valid To
Subject

Public Key

X.509 V3
paplasinajums
Subject Key Identifier
Authority Key
Identifier

Certificate Policies

Authority Information
Access

V3
Unikals sertifikata numurs, ko automatiski pieSkir sertifikatu izsniedzosa
institdcija (CA)

SHA256RSA

CN = eParaksts ICA 2017

O = VAS Latvijas Valsts radio un televizijas centrs

2.5.4.97 = NTRLV-40003011203

C=LVvV

Sertifikata izsniegSanas datums un laiks

5 gadi no sertifikata izsniegSanas datuma un laika

CN = Vards + Uzvards

G = Vards

SN = Uzvards

SERIALNUMBER = PNOLV-123456-12345

C=LVvV

RSA (2048 biti)

Papildus lauks satur publisko atslégu

Kritisks Saturs
Née
Née

Sertifikata turétaja atslégas identifikators
Sertifikata izsniedzéja (CA) atslégas identifikators
Ne [1]Certificate Policy:
Policy Identifier=0.4.0.2042.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.5.1
[2,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.lv/repository
[1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.eparaksts.lv/cert/eParaksts _ICA 2017.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)

Alternative Name: URL=http://ocsp.eparaksts.lv
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CRL Distribution | Ne [1]CRL Distribution Point
Points Distribution Point Name:
Full Name:
URL=http://www.eparaksts.lv/crl/eParaksts ICA 2017 N.crl
Subject Alternative | Né RFC822 Name=email
Name Other Name:
Principal Name=emalil
Extended Key Usage | Né Smart Card Logon (1.3.6.1.4.1.311.20.2.2)
Client Authentication (1.3.6.1.5.5.7.3.2)
Basic Constraints | Ja Signatory Type=End Entity
Path Length Constraint=None
Key Usage | Ja digitalSignature
Ipasibas
Thumbprint Algorithm | Sertifikata Tssavilkuma algoritms
Thumbprint | Sertifikata issavilkuma vertiba
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9.pielikums
Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

"eParaksts karte+" elektroniska paraksta sertifikata profils

X.509 V1 lauks Saturs
Version | V3
Serial number | Unikals sertifikdta numurs, ko automatiski pieSkir sertifikatu izsniedzosa
institdcija (CA)
Signature Algorithm | SHA256RSA

Issuer

Valid From
Valid To
Subject

Public Key

X.509 V3
paplasinajums
Subject Key Identifier
Authority Key
Identifier

Certificate Policies

Authority Information
Access

CN = eParaksts ICA 2017

O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203

C=LVv

Sertifikata izsniegSanas datums un laiks

5 gadi no sertifikata izsniegSanas datuma un laika
CN = Vards + Uzvards

G = Vards

SN = Uzvards

SERIALNUMBER = PNOLV-123456-12345
C=LVv

RSA (2048 biti)

Papildus lauks satur publisko atslégu

Kritisks Saturs
Né Sertifikata turétaja atslégas identifikators
Né Sertifikata izsniedzéja (CA) atslégas identifikators
Ne [1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.5.1
[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
Né [1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.eparaksts.Ilv/cert/eParaksts_ICA 2017.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
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CRL Distribution
Points

Extended Key Usage
Subject Alternative
name

Qualified Certificate
Statement

Basic Constraints
Key Usage

Thumbprint Algorithm
Thumbprint

Ja

Ja

[1]CRL Distribution Point
Distribution Point Name:

Full Name:
URL=http://www.eparaksts.lv/crl/eParaksts ICA 2017 N.crl
id-kp-emailProtection (1.3.6.1.5.5.7.3.4)
szOID_KP_DOCUMENT_SIGNING (1.3.6.1.4.1.311.10.3.12)
RFC822 Name=email@

id-etsi-qcs-QcCompliance
id-etsi-qcs-QcSSCD
id-etsi-qcs-QcType - id-etsi-qct-esign
id-gcs-pkixQCSyntax-v2 - id-etsi-qcs-Semanticsld-Natural
id-etsi-qcs-QcPDS
en: https://www.eparaksts.lv/en/pds
Iv: https://www.eparaksts.Iv/lv/pds
Signatory Type=End Entity
Path Length Constraint=None
nonRepudiation

Ipasibas

Sertifikata 1ssavilkuma algoritms

Sertifikata 1ssavilkuma vértiba
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10.pielikums

Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

"eZimogs" elektroniska zimoga sertifikata profils

X.509 V1 lauks Saturs
Version | V3
Serial number | Unikals sertifikata numurs, ko automatiski pieSkir sertifikatu izsniedzo$a institucija
(CA)
Signature | SHA256RSA
Algorithm

Issuer | CN = eParaksts ICA 2017
O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203
C=LVv
Valid From | Sertifikata izsnieg§anas datums un laiks
Valid To | 2 gadi no sertifikata izsnieg§anas datuma un laika
Subject | CN = laukam ir jasatur vértiba, ko turétajs izmanto lai reprezentétu sevi. Vertiba
var nesakrist ar lauka “Organizacija” vértibu
O = Organizacijas nosaukums
2.5.4.97 = NTRLV=1234556789
C=LVv
Public Key | RSA (2048 biti)
Papildus lauks satur publisko atslégu
X.509 V3 | Kritisks Saturs
paplasinajums
Subject Key | Né Sertifikata turétaja atslégas identifikators
Identifier
Authority Key | Né Sertifikata izsniedzé&ja (CA) atslégas identifikators
Identifier
Certificate Policies | Né [1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.2.1.1
[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS

Quialifier:
https://www.eparaksts.Iv/repository
Authority | Né [1] Authority Info Access
Information Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Access Alternative Name:

URL=http://www.eparaksts.lv/cert/eParaksts_ICA 2017.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
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CRL Distribution
Points

Extended Key
Usage
Quialified
Certificate
Statement

Basic Constraints
Key Usage
Thumbprint

Algorithm
Thumbprint

Ja

Ja

(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
[1]CRL Distribution Point

Distribution Point Name:

Full Name:
URL=http://www.eparaksts.Ilv/crl/eParaksts ICA 2017 N.crl
id-kp-emailProtection (1.3.6.1.5.5.7.3.4)
szOID_KP_DOCUMENT_SIGNING (1.3.6.1.4.1.311.10.3.12)
id-etsi-qcs-QcCompliance
id-etsi-qcs-QcType - id-etsi-qct-eseal
id-qcs-pkixQCSyntax-v2 - id-etsi-qcs-Semanticsld-Legal
id-etsi-qcs-QcPDS
en: https://www.eparaksts.lv/en/pds
Iv: https://www.eparaksts.Iv/lv/pds
Signhatory Type=End Entity
Path Length Constraint=None
nonRepudiation

Ipasibas

Sertifikata issavilkuma algoritms

Sertifikata 1ssavilkuma vértiba
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11.pielikums

Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

"eZimogs+" elektroniska zimoga sertifikata profils

X.509 V1 lauks Saturs
Version | V3
Serial number | Unikals sertifikata numurs, ko automatiski pieSkir sertifikatu izsniedzo$a institucija
(CA)
Signature | SHA256RSA
Algorithm
Issuer | CN = eParaksts ICA 2017
O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203
C=LVv
Valid From | Sertifikata izsnieg§anas datums un laiks
Valid To | 2 gadi no sertifikata izsnieg§anas datuma un laika
Subject | CN = laukam ir jasatur vértiba, ko turétajs izmanto lai reprezentétu sevi. Vértiba
var nesakrist ar lauka “Organizacija” vértibu
O = Organizacijas nosaukums
2.5.4.97 = NTRLV=1234556789
C=LVv
Public Key | RSA (2048 biti)
Papildus lauks satur publisko atslégu
X.509 V3 | Kritisks Saturs
paplasinajums
Subject Key | Né Sertifikata turétaja atslégas identifikators
Identifier
Authority Key | Né Sertifikata izsniedzé&ja (CA) atslégas identifikators
Identifier
Certificate Policies | Né [1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.3
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.2.1.1
[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
Authority | Né [1] Authority Info Access
Information Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Access Alternative Name:
URL=http://www.eparaksts.lv/cert/eParaksts_ICA 2017.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
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CRL Distribution
Points

Extended Key
Usage
Quialified
Certificate
Statement

Basic Constraints
Key Usage
Thumbprint

Algorithm
Thumbprint

Ja

Ja

(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
[1]CRL Distribution Point

Distribution Point Name:

Full Name:
URL=http://www.eparaksts.Ilv/crl/eParaksts ICA 2017 N.crl
id-kp-emailProtection (1.3.6.1.5.5.7.3.4)
szOID_KP_DOCUMENT_SIGNING (1.3.6.1.4.1.311.10.3.12)
id-etsi-qcs-QcCompliance
id-etsi-qcs-QcSSCD
id-etsi-qcs-QcType - id-etsi-qct-eseal
id-qcs-pkixQCSyntax-v2 - id-etsi-qcs-Semanticsld-Legal
id-etsi-qcs-QcPDS
en: https://www.eparaksts.lv/en/pds
Iv: https://www.eparaksts.Iv/lv/pds
Signatory Type=End Entity
Path Length Constraint=None
nonRepudiation

Ipasibas

Sertifikata 1ssavilkuma algoritms

Sertifikata 1ssavilkuma vértiba

34.(no 44)



12.pielikums

Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

Juridiskas personas autentifikacijas sertifikata profils izdots zem eZimoga politikas

(NCP)
X.509 V1 lauks Saturs
Version | V3
Serial number | Unikals sertifikata numurs, ko automatiski pieSkir sertifikatu izsniedzosa institlcija
(CA)
Signature | SHA256RSA
Algorithm
Issuer | CN = eParaksts ICA 2017
O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203
C=LVv
Valid From | Sertifikata izsniegSanas datums un laiks
Valid To | 2 gadi no sertifikata izsniegSanas datuma un laika
Subject | CN = laukam ir jasatur vértiba, ko turétajs izmanto lai reprezentétu sevi. Vértiba
var nesakrist ar lauka “Organizacija” vértibu
O = Organizacijas nosaukums
2.5.4.97 = NTRLV=1234556789
C=LVv
Public Key | RSA (2048 biti)
Papildus lauks satur publisko atslégu
X.509 V3 | Kritisks Saturs
paplasinajums
Subject Key | Ne Sertifikata turétaja atslégas identifikators
Identifier
Authority Key | Né Sertifikata izsniedzéja (CA) atslégas identifikators
Identifier
Certificate | Né [1]Certificate Policy:
Policies Policy Identifier=0.4.0.2042.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.2.1.1
[2,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.Iv/repository
Authority | Né [1] Authority Info Access
Information Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Access Alternative Name:
URL=http://www.eparaksts.Ilv/cert/eParaksts_ICA 2017.crt
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CRL Distribution
Points

Extended Key
Usage
Basic Constraints

Key Usage
Thumbprint

Algorithm
Thumbprint

[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
Né [1]CRL Distribution Point

Distribution Point Name:

Full Name:

URL=http://www.eparaksts.lv/crl/eParaksts ICA 2017 N.crl
Né id-kp-clientAuth

Ja Signatory Type=End Entity
Path Length Constraint=None
Ja digitalSignature
Ipasibas

Sertifikata issavilkkuma algoritms

Sertifikata 1ssavilkuma vértiba
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13.pielikums

Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

Juridiskas personas autentifikacijas sertifikata profils izdots zem eZimoga politikas

(NCP+)
X.509 V1 lauks Saturs
Version | V3
Serial number | Unikals sertifikata numurs, ko automatiski pieSkir sertifikatu izsniedzosa institlcija
(CA)
Signature | SHA256RSA
Algorithm
Issuer | CN = eParaksts ICA 2017
O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203
C=Lv
Valid From | Sertifikata izsniegSanas datums un laiks
Valid To | 2 gadi no sertifikata izsniegSanas datuma un laika
Subject | CN = laukam ir jasatur vértiba, ko turétajs izmanto lai reprezentétu sevi. Vertiba
var nesakrist ar lauka “Organizacija” vértibu
O = Organizacijas nosaukums
2.5.4.97 = NTRLV=1234556789
C=Lv
Public Key | RSA (2048 biti)
Papildus lauks satur publisko atslégu
X.509 V3 | Kritisks Saturs
paplasinajums
Subject Key | Ne Sertifikata turétaja atslégas identifikators
Identifier
Authority Key | Né Sertifikata izsniedzéja (CA) atslégas identifikators
Identifier
Certificate | Né [1]Certificate Policy:
Policies Policy Identifier=0.4.0.2042.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.2.1.1
[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
Authority | Né [1] Authority Info Access
Information Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Access Alternative Name:
URL=http://www.eparaksts.Iv/cert/eParaksts_ICA 2017.crt
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CRL Distribution
Points

Extended Key
Usage
Basic Constraints

Key Usage
Thumbprint

Algorithm
Thumbprint

[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
Né [1]CRL Distribution Point

Distribution Point Name:

Full Name:

URL=http://www.eparaksts.lv/crl/eParaksts ICA 2017 N.crl
Né id-kp-clientAuth

Ja Signatory Type=End Entity
Path Length Constraint=None
Ja digitalSignature
Ipasibas

Sertifikata 1ssavilkkuma algoritms

Sertifikata 1ssavilkuma vértiba
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14 pielikums

Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

"eParaksts" autentifikacijas sertifikata profils

X.509 V1 lauks

Saturs

Version
Serial number

Signature Algorithm
Issuer

Valid From
Valid To
Subject

Public Key

X.509 V3
paplasinajums
Subject Key ldentifier
Authority Key
Identifier

Certificate Policies

Authority Information
Access

V3
Unikals sertifikata numurs, ko automatiski pieskir sertifikdtu izsniedzosa
institGcija (CA)

SHA256RSA

CN=LVelD ICA 2017

O = VAS Latvijas Valsts radio un televizijas centrs

2.5.4.97 = NTRLV-40003011203

C=LVvV

Sertifikata izsniegSanas datums un laiks

3 gadi no sertifikata izsniegSanas datuma un laika

CN = Vards + Uzvards

G = Vards

SN = Uzvards

SERIALNUMBER = PNOLV-123456-12345

C=LVv

RSA (2048 biti)

Papildus lauks satur publisko atslégu

Kritisks Saturs
Né
Né

Sertifikata turétaja atslégas identifikators
Sertifikata izsniedzé&ja (CA) atslégas identifikators
Né [1]Certificate Policy:
Policy Identifier=0.4.0.2042.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.lv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.3.1
[2,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.eparaksts.lv/cert/LV_elD ICA 2017.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
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CRL Distribution | Ne [1]CRL Distribution Point
Points Distribution Point Name:
Full Name:
URL=http://www.eparaksts.lv/crl/LV_elD_ICA 2017 N.crl
Extended Key Usage | Né id-kp-clientAuth
Basic Constraints | Ja Signatory Type=End Entity
Path Length Constraint=None
Key Usage | Ja digitalSignature
Ipasibas
Thumbprint Algorithm | Sertifikata 1ssavilkuma algoritms
Thumbprint | Sertifikata issavilkuma vértiba
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15.pielikums

Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

"eParaksts" autentifikacijas sertifikata profils no 2020.gada

X.509 V1 lauks

Saturs

Version
Serial number

Signature Algorithm
Issuer

Valid From
Valid To
Subject

Public Key

X.509 V3
paplasinajums
Subject Key Identifier
Authority Key
Identifier

Certificate Policies

Authority Information
Access

V3
Unikals sertifikata numurs, ko automatiski pieskir sertifikdtu izsniedzosa
institGcija (CA)

SHA256RSA

CN=LVelD ICA 2017

O = VAS Latvijas Valsts radio un televizijas centrs

2.5.4.97 = NTRLV-40003011203

C=LVvV

Sertifikata izsniegSanas datums un laiks

3 gadi no sertifikata izsniegSanas datuma un laika

CN = Vards + Uzvards

G = Vards

SN = Uzvards

SERIALNUMBER = PNOLV-123456-12345

C=LVv

RSA (2048 biti)

Papildus lauks satur publisko atslégu

Kritisks Saturs
Né
Né

Sertifikata turétaja atslégas identifikators
Sertifikata izsniedzé&ja (CA) atslégas identifikators
Né [1]Certificate Policy:
Policy Identifier=0.4.0.2042.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.lv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.3.2
[2,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.eparaksts.lv/cert/LV_elD ICA 2017.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
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CRL Distribution | Ne [1]CRL Distribution Point
Points Distribution Point Name:
Full Name:
URL=http://www.eparaksts.lv/crl/LV_elD_ICA 2017 N.crl
Extended Key Usage | Né id-kp-clientAuth
Basic Constraints | Ja Signatory Type=End Entity
Path Length Constraint=None
Key Usage | Ja digitalSignature
Ipasibas
Thumbprint Algorithm | Sertifikata 1ssavilkuma algoritms
Thumbprint | Sertifikata issavilkuma vértiba
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16.pielikums

Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

"eParaksts" elektroniska paraksta sertifikata profils

X.509 V1 lauks

Saturs

Version
Serial number

Signature Algorithm
Issuer

Valid From
Valid To
Subject

Public Key

X.509 V3
paplasinajums
Subject Key ldentifier
Authority Key Identifier
Certificate Policies

Authority Information
Access

CRL Distribution

V3
Unikals sertifikata numurs, ko automatiski pieskir sertifikatu izsniedzo$a
institlcija (CA)

SHA256RSA

CN=LVelD ICA 2017

O = VAS Latvijas Valsts radio un televizijas centrs

2.5.4.97 = NTRLV-40003011203

C=LV

Sertifikata izsniegSanas datums un laiks

3 gadi no sertifikata izsniegSanas datuma un laika

CN = Vards + Uzvards

G = Vards

SN = Uzvards

SERIALNUMBER = PNOLV-123456-12345

C=LVvV

RSA (2048 biti)

Papildus lauks satur publisko atslégu

Kritisks Saturs
Né
Né
Né

Sertifikata turétaja atslégas identifikators
Sertifikata izsniedzéeja (CA) atslégas identifikators
[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.0
[1,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.3.1
[2,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.lv/repository
[1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.eparaksts.lv/cert/LV_elD_ICA 2017.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
[1]CRL Distribution Point
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Points

Extended Key Usage

Qualified Certificate
Statement

Basic Constraints
Key Usage

Thumbprint Algorithm
Thumbprint

Ja

Ja

Distribution Point Name:

Full Name:
URL=http://www.eparaksts.lv/crl/LV_elD_ICA 2017 N.crl
id-kp-emailProtection(1.3.6.1.5.5.7.3.4)
szOID_KP_DOCUMENT_SIGNING (1.3.6.1.4.1.311.10.3.12)
id-etsi-gcs-QcCompliance
id-etsi-qcs-QcType - id-etsi-qct-esign
id-gcs-pkixQCSyntax-v2 - id-etsi-qcs-Semanticsld-Natural
id-etsi-qcs-QcPDS
en: https://www.eparaksts.lv/en/pds
Iv: https://www.eparaksts.Iv/lv/pds
Signatory Type=End Entity
Path Length Constraint=None
nonRepudiation

Ipasibas

Sertifikata issavilkkuma algoritms

Sertifikata 1ssavilkuma vértiba
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17.pielikums

Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedzéja

izsniegto sertifikatu profilu aprakstam

"eParaksts" elektroniska paraksta sertifikata profils no 2020.gada

X.509 V1 lauks Saturs
Version | V3
Serial number | Unikals sertifikata numurs, ko automatiski pieSkir sertifikatu izsniedzosa
institdcija (CA)
Signature Algorithm | SHA256RSA

Issuer

Valid From
Valid To
Subject

Public Key

X.509 V3
paplasinajums
Subject Key Identifier
Authority Key ldentifier
Certificate Policies

Authority Information
Access

CN=LV elD ICA 2017

O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203

C=LVv

Sertifikata izsniegSanas datums un laiks

3 gadi no sertifikata izsniegSanas datuma un laika
CN = Vards + Uzvards

G = Vards

SN = Uzvards

SERIALNUMBER = PNOLV-123456-12345

CcC=LVv

RSA (2048 biti)

Papildus lauks satur publisko atslégu

Kritisks Saturs
Née
Né
Né

Sertifikata turétaja atslégas identifikators
Sertifikata izsniedzeja (CA) atslégas identifikators
[1]Certificate Policy:
Policy Identifier=0.4.0.194112.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier 1d=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.32061.2.1.3.2
[2,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Quialifier:
https://www.eparaksts.Iv/repository
[1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.eparaksts.lv/cert/LV_elD ICA 2017.crt
[2]Authority Info Access
Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv
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CRL Distribution
Points
Extended Key Usage

Qualified Certificate
Statement

Basic Constraints
Key Usage

Thumbprint Algorithm
Thumbprint

Ja

Ja

[1]CRL Distribution Point
Distribution Point Name:

Full Name:
URL=http://www.eparaksts.lv/crl/LV_elD_ICA 2017 N.crl
id-kp-emailProtection(1.3.6.1.5.5.7.3.4)
szOID_KP_DOCUMENT_SIGNING (1.3.6.1.4.1.311.10.3.12)
id-etsi-qcs-QcCompliance
id-etsi-qcs-QcSSCD
id-etsi-qcs-QcType - id-etsi-qct-esign
id-qcs-pkixQCSyntax-v2 - id-etsi-qcs-Semanticsid-Natural
id-etsi-qcs-QcPDS
en: https://www.eparaksts.lv/en/pds
Iv: https://www.eparaksts.Iv/Iv/pds
Signatory Type=End Entity
Path Length Constraint=None
nonRepudiation

Ipasibas

Sertifikata issavilkuma algoritms

Sertifikata 1ssavilkuma vértiba
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18.pielikums

Uzticamibas un elektroniskas identifikacijas pakalpojumu sniedz€ja

izsniegto sertifikatu profilu aprakstam

Sertifikatu izsniegSanas CA OCSP sertifikata profils

X.509 V1

Content

Version
Serial number

Signature Algorithm
Issuer

Valid From
Valid To
Subject

Public Key

X.509 V3
Extensions

Subject Key Identifier
Authority Key
Identifier

OCSP no Revocation
Checking

Authority Information
Access

CRL Distribution
Points

Extended Key Usage

V3

Unikals sertifikata numurs, ko automatiski pieSkir sertifikatu izsniedzosa
institGcija (CA)

SHA256RSA

CN =LV elD ICA 2017 vai eParaksts ICA 2017

O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203

C=LVv

Sertifikata izsniegSanas datums un laiks

1 meénesis no sertifikata izsniegSanas datuma un laika
CN=

O = VAS Latvijas Valsts radio un televizijas centrs
2.5.4.97 = NTRLV-40003011203

C=LVv

RSA (2048 biti)

Papildus lauks satur publisko atslégu

Critical | Content

Ne Sertifikata turétaja atslégas identifikators

Ne Sertifikata izsniedz€éja (CA) atslégas identifikators

Née

Ne [1] Authority Info Access
Access Method=Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://www.eparaksts.lv/cert/LV_elD _ICA 2017.crt

vai

URL=http://www.eparaksts.lv/cert/eParaksts ICA 2017.crt
[2]Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name: URL=http://ocsp.eparaksts.lv

Ne [1]CRL Distribution Point

Distribution Point Name:
Full Name:
URL=http://www.eparaksts.lv/crl/LV_elD_ICA 2017_N.crl
vai

URL=http://www.eparaksts.lv/crl/eParaksts ICA 2017 N.crl

Né OCSP Signing
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Basic Constraints

Key Usage

Thumbprint Algorithm
Thumbprint

Ja Signatory Type=End Entity
Path Length Constraint=None
Ja digitalSignature
nonRepudiation
Properties

Sertifikata 1ssavilkuma algoritms
Sertifikata 1ssavilkuma vértiba
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